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Governing the dangerous classes: Welcome to E-Nose, 
CCTV and the Mosquito 
Abstract 
In urban locations in Australia and elsewhere, public space may be said to be under 
attack from developers and also from attempts by civic authorities to oversee and 
control it (Davis 1995, Mitchell 2003, Watson 2006, Iveson 2006). The use of public 
space use by young people in particular, raises issues in Australia and elsewhere in 
the world. In a context of monitoring and control procedures, young people’s use of 
public space is often viewed as a threat to the prevailing social order (Loader 1996, 
White 1998, Crane and Dee 2001). This paper discusses recent technological 
developments in the surveillance, governance and control of public space used by 
young people, children and people of all ages. 
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Governing the dangerous classes: Welcome to E-Nose, 
CCTV and the Mosquito 
 
Introduction 
 
The recent purchase by Logan City Council of CCTV (closed circuit television) 
cameras which climb up lighting poles raises anew the issue of the surveillance of 
public space and how improvements in technological capability can both enhance and 
constrain personal safety and liberty. This is a timely discussion given revelations in 
the UK over telephone hacking and consequent deliberations over rights to privacy in 
the midst of widespread overt and covert surveillance of persons (Van Onselen 2011). 
 
Public space is a complex, dynamic tableau of changing uses, users and tensions 
between stakeholders (White 1990,Weintraub 1995, Semsroth 2000). CCTV 
surveillance and other control measures adds to this volatile mixture in ways that 
major users of public space such as young people can experience as oppressive and 
more like Big Brother than Big Friend (Dee 2000, Wilson, Rose and Colvin 2010). 
 
CCTV in Logan City 
 
Recently the Mayor of Logan City Council (near Brisbane) had reason to celebrate 
having just bought a Rapid Action Deployment Surveillance System or RDSS. For 
$110,000 Logan ratepayers get two mobile cameras that climb poles or street lights 
and surveill public space, providing high quality, real time images to a monitoring 
facility and also to hand held and in vehicle devices (Logan City Council 2011). 
Logan City has something of a growing reputation for CCTV coverage which has 
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“ballooned in the last decade from 8 to more than 300” or one camera “for every 1000 
people in Logan” (Flack 2011:3).   
 
Concerns expressed by the Queensland Council for Civil Liberties (QCCL) about the 
exponential growth in CCTV coverage in Logan are rebuffed by the Mayor’s brusque 
denunciation of the so called civil libertarian lobby “It’s time all society had a right to 
feel safe and the civil libertarians always have their views but I take the views of the 
majority of people and everybody in our community wants to feel safe” (Flack 
2011:3).   
 
For the QCCL the number of cameras already operating in Logan is excessive, posing 
a real threat to privacy (Flack 2011): 
 
The use of CCTV we consider to be a violation of privacy and another 
development of the sort of big brother state. So far as we’re concerned CCTV 
cameras just provide a false sense of security because all they do is move 
crime to an area where the camera is no longer situated or there are no 
cameras. The council may say that a mobile camera addresses that issue but in 
fact I would put it that it’s even worse because people work out the camera is 
not there and come back (p.3). 
 
For the local Police Superintendent the issues are much clearer “The benefits of this 
camera system will simply enhance community safety in the Logan area and will also 
greatly assist the police in providing our core business” (Flack 2011:3).  
 
This exchange aired in the local media captures in microcosm many of the current 
trends identified by Clavel (2011), Walby (2006), Flint (2006) and Norris, McCahill 
and Wood (2004) around the intensification of CCTV and other public space control 
infrastructure in urban locations, despite concerns over both ethical and efficacy 
issues. 
 
Urban CCTV surveillance: origins and futures 
 
For many commentators awareness of the CCTV surveillance of urban areas was first 
signalled by the 1993 murder in the UK of the child, James Bulger, led away from a 
Liverpool shopping centre by two ten year old boys (Norris and Armstrong 1999, 
Walby 2006). The media coverage of the murder brought the horror of the act to 
television screens across the globe and the blurred CCTV footage from the roof of the 
shopping centre indicated the power of CCTV not to prevent crime, but to parade the 
suspects, themselves children, before the nation (Finer and Nellis 1998, Goldson 
1999, Dee 2000). 
 
CCTV was deployed before this traumatic event, by the London Metropolitan Police 
in 1960 and in Bournemouth in 1985 where large scale public space surveillance was 
used for the Conservative Party Conference in the wake of the previous years’ 
bombing of the Brighton conference by the IRA (Norris, McCahill and Wood 2004). 
But it was the Bulger murder in particular which helped to spark the massive 
investment in UK CCTV infrastructure totalling more than 21 billion pounds between 
1985 and 1999 and beyond (Stedman 2011). 
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The current state of play suggests in excess of 4.2 million cameras (there are too many 
to accurately count them) or 1 camera for every 14 persons in the UK population, 
such that in a typical busy urban street “a person could have their image captured by 
over 300 cameras on over thirty separate CCTV systems” (Norris, McCahill and 
Wood 2004:112, Institute for Public Policy Research 2006). 
 
In Australia, broadly similar developments may be in train, with CCTV in some 
schools since 1997, with a Victorian secondary college covertly installing cameras in 
a male toilet block to counter alleged illicit drug use (Kelly 2003). In a report for the 
Australian Institute of Criminology (ACI) Wilson and Sutton (2003) note that 
following the first open street CCTV system in Perth in 1991, CCTV systems now 
operate in all capital city, regional and suburban centres. They express concern at the 
warm, largely unquestioning embrace of CCTV, given the scant evaluation of cost 
effectiveness undertaken by local councils and the questionable net benefits of CCTV 
over other policing strategies (Wilson and Sutton 2003).  
 
The Safer Suburbs scheme, a Labor commitment in the 2007 election, funding (along 
with other items), CCTV systems, marks a ramping up of an exceptional security state 
amply facilitated by the July 2005 bombings in London (and Madrid bombings in 
2007) and the role of CCTV in providing evidential footage after the event (Parnell 
2011). 
 
In reviewing the Safer Suburbs scheme the ACI notes that a range of issues exist 
around lack of guidance and support  to councils as well as concerns over privacy and 
dealing with third party requests for CCTV footage. More importantly the ACI review 
noted that CCTV might not be effective at preventing crime but had a contribution to 
make in detecting crime, post commission (Parnell 2011).  
 
In its 2009 Resource Manual Considerations for establishing a public space CCTV 
network, the ACI notes the shortcomings of CCTV as identified in Australian research 
(Clancy 2009): 
 
…it appears that CCTV is effective at detecting violent offending but does 
not prevent any type of offending. The introduction of CCTV in Surfers  
Paradise resulted in significant increases in the extent of total offences against  
The person (including assault, robbery, other offences against the person and 
sexual assault) and Weapons Act 1990 (Qld) offences. CCTV was found to 
have no significant impact on total offences, total offences against property 
(including other theft, unlawful entry, other property damage, unlawful use of 
a motor vehicle and handling stolen goods) and total other offences (including 
drug offences and liquor but excluding drunkenness) occurring in Surfers 
Paradise. Findings from Broadbeach indicated that CCTV had no impact on 
total offences, or total offences against property (Wells, Allard & Wilson 
2006: iii). This research prompted the authors to conclude the effectiveness of 
CCTV as a crime prevention tool is questionable. From this research, it 
appears CCTV is effective at detecting violent crime and/or may result in 
increased reporting as opposed to preventing any type of crime (p.2). 
 
The manual goes on to spell out the ongoing financial and logistical implications of 
widespread CCTV installation and coverage (Clancy 2009): 
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CCTV is not a panacea for crime. Studies have shown increases in crime after 
installation of public space CCTV systems, minor displacement of crime and a 
host of problems with monitoring, maintenance and system upgrades. Once 
installed, systems are rarely removed, necessitating a long-term financial 
commitment. It should also be noted that many crime prevention outcomes are 
best achieved through a combination of measures, rather than relying solely 
on one approach, and CCTV is no exception (p.2). 
  
With installation and annual running costs amounting to several hundred thousand 
dollars, CCTV surveillance would seem an expensive burden on local ratepayers with 
little in the way of compelling evidence to support such expenditure, particularly as 
few if any rigorous evaluations have taken place (Clancy 2009, Wilson and Sutton 
2003).  
 
The lack of a broad political will to critically evaluate the effectiveness of CCTV  
flows from assumptions that it is popular with the bulk of the electorate, being ‘what 
people want’. This assertion was made by Ian Greenwood, then leader of Bradford 
City Council, Yorkshire, England in 1998 when he stated that “There will be no 
evaluation (of the existing camera system) we are committed to CCTV; there will be 
money spent on it; it is popular with working people” (Hussein 1998:4).  
 
Despite widespread reluctance to critically evaluate CCTV systems, the rush to install 
them continues apace, alongside the constant upgrading of system functionality from 
loudspeakers to web based storage and retrieval of images encouraged by a lucrative, 
even rapacious security industry (Baldry and Painter 1998). In Britain the networking 
of a range of camera systems, from traffic, congestion charging, to open street private 
and public surveillance, lurches towards a fully integrated national surveillance 
network (Stedman 2011).  
 
In Australia the proliferation of CCTV systems found in the UK and parts of Europe 
(Urban Eye 2004) is something of an aspirational benchmark and there are moves by 
the National Counter-Terrorism Committee to gain access to “every CCTV camera in 
Australia” and via CrimTrac (operator of all police databases) establish a national 
facial recognition database to maximize ongoing developments in facial recognition 
technology (Parnell 2011:3).  
 
Young people: under surveillance  
 
Young people are highly visible users of urban public space (although the increasing 
positioning of children as significant consumers and alliances to be made with other 
generational users of public space are important areas for another discussion) as they 
have limited resources to effectively shield their presence from public view (White 
1990, Dee 1995, Loader 1996, Crane and Dee 2001). Public space hails them with the 
(often false) promise of inclusion and fulfillment through consumption (White 1990, 
Shields 1992, Miles and Miles 2005). 
 
Their “visibleness” (Dwyer 2010:2) is a key issue for civic authorities increasingly 
concerned not just with what they do or may do in public space, but what they wear 
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including the now infamous ‘hoody’ recently the subject of a proposed ban in the 
Brisbane suburb of Wynnum (Baskin 2011). 
 
Young people (along with a number of ‘out’ groups such as the homeless, poor and at 
times, older people) are “positioned as ‘other’ in the social and physical architecture 
of our cities” (Malone and Hasluck 1998:26) and are at the receiving end of a 
multitude of “exclusionary practices” (Malone and Hasluck 1998,White 2006).  
 
As frequent “hanging out” (White 1998) users of public space, young people are the 
target of a range of surveillance and control strategies including being “moved on” 
(Spooner 2001) “over policed” (Blagg and Wilkie 1995) and “under policed” (Loader 
1996) and in the UK, subject to “Anti-Social Behaviour Orders, Dispersal Orders and 
Curfew Orders” (Flint 2006:53). As Norris and Armstrong (1999) noted presciently, 
the surveillance-control gaze is far from neutral: 
 
The gaze of the cameras does not fall equally on all users of the street but on 
those who are stereotypically predefined as potentially deviant, or through 
appearance and demeanour, are singled out by operators as unrespectable. In 
this way youth, particularly those already socially and economically marginal, 
may be subject to even greater levels of authoritative intervention and official 
stigmatisation, and rather than contributing to social justice through the 
reduction of victimisation, CCTV will merely become a tool of injustice 
through the amplification of differential and discriminatory policing (p.279). 
 
In addition, to CCTV, there are recent innovations in the repertoire of public space 
controls such as the mosquito, a device emitting a high pitched noise directly targeting 
young people under the age of 25 because their hearing is not yet fully developed 
(Institute for Public Policy Research 2006). Promotional material from a UK supplier 
of the mosquito (for home or business use), reassures the potential purchaser thus:  
 
If you suffer from loitering problems, you may have asked these kids nicely to 
move away from the area, only to be verbally abused, possibly your staff have 
been victims of abuse! Installing a Mosquito MK4 is a simple and benign way 
to make the immediate area unpleasant for such kids to loiter for more than a 
few minutes without affecting your real customers  
(www. compoundsecurity.co.uk/mosquito-mk4-multi-age sourced 10/10/11).  
 
Clearly such a blunt instrument with blanket coverage over a forty metre range fails to 
differentiate justly between groups or individual young people and more importantly, 
brooks no discussion about rights to use and enjoy public space in the same way that 
other age groups do (Morrow 2002). 
 
A similarly broadly applied device is the graffiti-e-nose developed in Australia 
detecting “aerosol paint fumes at a distance of 45 metres” and alerting security 
personnel (Iveson 2010:3).The device is intended to extend the reach of CCTV 
surveillance catching graffiti writers in real time, but for Iveson (2010) the ‘graffiti 
problem’ is a matter of contest and competing views on urban life rather than a 
technical-security ‘solution’ benefitting from  NASA smell sensor technologies 
devised by the military industrial complex and now imposed on urban, civil, contexts. 
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There is a substantial body of critical material pointing to a social sorting and ordering 
of public space (Zurawski and Czerwinski 2008) by civic authorities around the world 
that is almost entirely driven by support for ‘conspicuous consumption’ and the 
exclusion of “flawed consumers” or “vagabonds” (Shields 1992, Baumann 1998:14). 
New urban spaces are configured by design to accommodate CCTV which in a drive 
for “ubiquity” is now the “fifth utility” (Graham and Marvin 2001:247) and older 
urban spaces are retrofitted for surveillance at considerable public expense (Clancy 
2009). As a result landscapes have become Scanscapes (Hubbard 2006:249), where 
the electronic eyes of surveillance achieve a near totalising or “panoptic” gaze (Lyon 
2002:10). 
  
The increasing control and regulation of public space in Australia was noted by White 
(1996:37) as the “Fortress City” comprising many of the features discussed by Davis 
(1995:24) as the fortification and “destruction of public space” including shopping 
malls, transforming public space into “mass private property” (White 1996:246). 
Malls now act as “de facto community centres” and increasingly pose as town squares 
(Shields 1992:4, Flint 2006) with “paid for” seating in coffee shops (Dee 2008:250) 
and may include modified seating to prevent lounging or sleeping, camera 
surveillance, an oppressive security presence, absence of declared or equitable 
shopping centre rules, and even resort to the playing of classical music which “could 
chase young people away” making “such places safer” (Adelaide Advertiser 
15.05.1995 cited in White 1996:42).  
 
The installation of ever more sophisticated, extensive and costly CCTV systems in a 
form of “surveillance creep” (Nelkin and Andrews 2003:17) into “every village, 
parish and hamlet” (Walby 2006:40) is seemingly a “badge of honour” for civic 
authorities desperate to be seen as decisive and ‘doing something’ about crime and so 
called anti-social behaviour (Garland 2001), often featuring in promotional 
documentation boasting of a safer city or town because of CCTV (White 2002:23).  
 
Any serious “wannabe global city” (Clavell 2011:525) simply must have 
comprehensive CCTV surveillance for the CBD area and peripheral zones to help 
contain street crime and also combat terrorism (Atkinson and Easthope 2009, Clavell 
2011). Decisions about the installation and /or extension-upgrade of CCTV systems 
are barely concerned with questions of civil liberties and largely devoted to obtaining 
a technical fix to irksome and persistent urban issues whose antecedence may lie in 
poverty and disadvantage but through reconstruction, become matters of governance 
and control on behalf of ‘the responsible majority’ as Clavell (2011) notes:  
 
CCTV has become an increasingly popular policy solution to security 
problems in urban environments: as part of a broader project to promote 
‘civility’ and eliminate ‘anti-social behaviour’. The need to impose ‘proper 
behaviour’ and sanction deviance is the discourse used to justify and 
legitimize the need to control what people do in open, public space through the 
electronic lens-as well as an increased police presence and powers (p.525). 
 
  
In places like Logan (and other urban spaces worldwide) the role of CCTV 
surveillance is central to attempts to govern and contain the potentially “dangerous 
classes” (White 1990, MacDonald 1997) who are financially poor or simply 
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maladapted to fit well within the required value set of  neo-liberal “gentrification” of 
places fit for consumption (Atkinson and Easthope 2009:71). Efforts to erect ‘rings of 
steel’ around CBD areas to give comfort to desired users of public with pledges of 
‘safe’ family shopping/entertainment/lifestyle environments are sustained at vast 
public expense to ensure private accumulation and often run counter to civic 
advertising playing on the importance of ‘celebrating diversity’ and the inclusion of 
all in ‘the community’ (Doherty et al 2008). 
 
Conclusion 
 
The key points emerging from this discussion seek to contribute to ongoing debate 
and analysis on the role of CCTV surveillance and associated public space control 
measures in urban governance in Australia and elsewhere. 
 
This paper has charted the rise and rise of CCTV and also of a surveillance culture, 
now firmly possibly irrevocably, sutured into the repertoire of governance and control 
strategies deployed by urban authorities in many jurisdictions. It may not be too 
overheated to suggest the advent of a security-industrial complex in tandem with an 
already powerful prison-industrial complex with commonalities of personnel, 
ideology and perspectives on maintaining social order in densely populated urban 
spaces and places (Goold 2006, Hubbard 2006). 
 
Fundamental questions are raised about the form and meaning of urban citizenship 
and participation particularly by young people in the face of increasingly militaristic, 
hostile and technologically advanced (if democratically replete) exclusionary 
measures (Davis 1995, Fopp 2002, White and Wyn 2004). The consequences of 
attempting to make urban places “safe” for approved activities and social actors may 
become self defeating in the forcible exclusion of so many “dangerous others” 
(Watson 2006:65, Valentine 2004) that the public space remaining is bereft of any 
real diversity or difference. In this way ‘safe’ public space becomes predictable and 
patterned, exactly as civic authorities and corporate entities require it to be, but 
lacking in the nurturing of engagement and social citizenship of encountering and 
understanding difference and practicing tolerance, essential elements of a confident 
and sophisticated urban population (Jacobs 1965, Sennett 1976, 1996, 2004). 
 
Hope remains however and concepts such as liveability, social, spatial and emotional 
well-being and sustainability (Rowntree Foundation 2009) may find support and 
momentum in refashioning public space when the secureacrats and militarists have 
retired to their gated complexes to practice the arcane arts of surveillance on each 
other. 
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